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How it works: Scammers send out text messages from a
number similar to the ICBC customer service hotline (95588) to
the victim like “Your secret code will be overdue next day, please
log in the web site: www.icbcwd.com to go up a grade as soon as
possible!” but with an additional few digits at the ending. Some
people will mistake it for the real number, perhaps believing that
the numbers at the end is an area code. A person is most likely to
respond if he/she has just requested a similar change in his/her
password and visits the link in the message. When visiting the
page, it appears to be the "ICBC Mobile Banking (WAP)" page,
but is in fact a fake site. The victim is then asked to enter his/her
bank account number, password, and authentication code. Upon
entering the information the page displays a notice that "the site is
down due to too many requests". Criminals then take the
information that has been put in to transfer money out of your
account into theirs.
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Police tips:

Students should be familiar with their bank's official website; it
goes without saying that you should never use your bank number
and/or password to log into a suspicious looking website. If you
receive such a message, do not follow its instruction, or visit any
websites in it. You should call your bank’s customer service
hotline, or the police at 110. Remember that scammers make try
to take advantage of you by pretending to be from the Bank of
China, Agricultural Bank of China or other banks. Students
should be careful with their account information.

7. [ : FISESRBEPE Online shopping: Bargain Prices Trap
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How it works: Scammers use "XX special ticket ordering
network" or other fake sites and list prices far below market price
for tickets, designer bags and other goods to catch their victims.

When someone logs on to make payments, he/she is fooled into
making payments to a fake account. After the payment, scammers
may use many other tricks to attempt defraud the victim of
additional money, including: the first payment didn’t go through
and needs to be authorized again; asking them to re-verify their
account details; or telling the person that the goods he/she
originally purchased were smuggled or stolen goods and that they
need to pay a fine or additional fees. The scammers continue to
find ways of harassing or tricking the victim into making more
payments until he/she realizes that there are no goods and that the
money he/she has paid is gone.
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Police tips:

In such cases, scammers take advantage of the desire to find great
deals to bait victims. The victim and then took advantage of
online banking or online shopping process is not familiar with the
implementation of fraud. Whenever possible, students should
shop on sites that are well-known and have good reputations.
Beware of sites that may be phishing for your password, and
when making online banking payments, carefully read the
contents of the website, and keep a digital certificate. Carefully
protect your account number, password, deposits amount, etc.
Beware also that criminals may use Trojans or viruses to remotely
control your computer.
8. ZEMER Other Useful Information
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When in distress:
(1) 110 calls are free on any payphone, landline phone, and
mobile phone;
(2) Whenever possible, call from a land line, in order that police
can quickly verify and arrive at your location;
( 3 ) If you are the victim of a crime, do your best to remember
what the criminals look like, and, as soon as you are able, call the
police.

PR BRI BT e aE: 22027732

P AR W T E: 22027759

(XIAT B TR M BT WL 22027789
Hudong university police station phone number: 22027732
Huxi university police station phone number: 22027759
Minhang university police station phone number: 22027789
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1.0h8R: /=M hEZ Congratulations, you’ve been selected to
win a prize!
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How it happens: Random text messages are sent via e-mail
or pop-up in web pages, a site publishes a list of winning QQ
numbers, account numbers, etc. A message might read:
"Congratulations, you have been randomly selected for the
background CCTV-2 6 +1 smashing golden egg activities prize.
Prize money is 58,000 yuan and a laptop , please call:
40012345678 or log onto www.123456.com collection, and input
code 2375." The student then logs on to the website to see the list
of winners and notary information displayed page, and is asked to
pay personal income tax, notary fees, handling fees, etc., thereby
becoming a victim of defrauding money.
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Police tips :

In such cases, crooks try to take advantage of our personal
weaknesses. Students should remember that if something sounds
too good to be true it probably is. Remember not to share your
personal information with those whose identities you cannot
confirm.

2, HKR: dmiiCE# Landlord requests rent deposited to a
new bank account
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How it happens: Text messages are sent to out to targeted
groups that read something like: "Hello I am your landlord, please
submit the next rent payment to my wife's bank account: 6215 ..."
This kind of wide-net approach may manage to fool a few
unsuspecting foreign exchange students who happen to be getting
ready to pay the rent to the landlord. Students then transfer
money into the account provided by the scammers.
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Police tips:

This is a more common scam, and students should be careful.
When students are renting, remember to choose a respectable
rental real estate agency when finding an apartment. If you have
found an apartment through a friend’s who knows the landlord,
we recommend giving the landlord your rent in person and
making a note of it. Ignore text messages to pay the rent;
contact the landlord by phone or in person to avoid being
scammed. In addition, we ask that, upon the receipt of such
fraudulent messages, students forward it to 12110.

3. 8% : HREIEEEE Your parcel contains contraband
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How it happens: Scammers send a text message that reads
something like: "Reminder: You have a package that could not be
delivered on time because the address was unclear, please contact
the Post Office, Tel: 0755- 12345678." When the person who
received this kind of message calls back, they are informed by
individuals pretending to work for the police department that their
parcels were found to contain drugs or other contraband, and must
contact the public security officials. After that, crooks posing as
the police arrive and threaten the victim by saying that unless
he/she pays a fine, he/she will be punished by law. Afraid of
running afoul of the law, the victim is defrauded.
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Police tips :

In such cases, scammers take advantage of the victim’s fear to
commit fraud. Students should be aware that during an
investigation and or collection of evidence of such a case, police
would never ask that fines or deposits be paid by way of their
personal accounts. The students met in this case, in person at the
post office for verification.

4, BF: BUEREE You are suspected of money laundering
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How it happens: Scammers pose as the police, or as state
prosecutors, judges, etc., and tell the victim that his or her identity
has been stolen or that he/she is suspected of being involved in
money laundering. As a result, the person must freeze all accounts
under their name, and transfer funds into an account supervised
by the police to prove their innocence. The scammers work

together, pretending to be from many different agencies, gradually
tricking the victim into transferring payments.
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Police tips :

Again, in such cases , crooks take advantage of the victim’s fears
and ignorance of the law. If police investigating a criminal cases
need to freeze an account, the must first get a court issued
enforcement notice, and then contact the relevant financial
institution(s). They will never ask a suspected or an affected party
transfer money into another account. If anyone contacts you and
makes a similar request, you should immediately call 110.

5. §R1T: (EMFIEX Credit Card Overdrafts
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How it works: A scammer will send you a message to your
phone saying something like "Notice: Your credit card was just
billed 3,988 yuan at Wal-Mart, thank you for using your credit
card. If you did not make this purchase, please call the customer
service hotline: 40012345678." After the victim receives the
message, he/she contacts the so-called hotline. They are often told
that their credit card has been overdrawn, there was some kind of
problem with the card and now they will be charged annual fees.
Sometimes victims are told that their identity has been stolen and
that they need to change their password based on the scammer’s
recommendations. After the changes have been made, the
scammers take all of the money in the victim’s account.
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Police tips:

Once again, criminals take advantage of victim’s fears to defraud
them. If you encounter such as situation do not panic; avoid
calling any hotline number that is given to you via text message.
Rather, you should go directly to your bank to handle any such
problems, to avoid being scammed.

6. fR1T: BIIBWHR Bank Password Upgrade
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Security Administration Punishment Act, Item 73:
Instigate, induce, cheat others to take or inject drug, the
case shall impose detention of 10 to 15 days, and a fine
of 500 yuan to 2000 yuan.
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Criminal Law of the People’s Republic of China,
Item 347: Smuggling, trafficking, transporting,

producing drug, no matter the amount, shall impose
criminal liability and punishment.
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Criminal Law of the People’s Republic of China,
Item 348: Illegal possession of opium of more than
1000g, heroin or methylamphetamine of more than 50g,
or a large amount of other drug shall impose set term of
imprisonment of more than 7 years or life
imprisonment, and subject to fine; illegal possession of
opium of more than 200g but less than 1000g, heroin or
methylamphetamine or more than 10g but less than 50g,
or quite a large amount of other drug, shall impose set
term imprisonment of no more than 3 years, or

detention or surveillance, and charge fine; for severe
cases, set term imprisonment of 3 to 7 years, and charge
fine.
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Criminal Law of the People’s Republic of China,
Item 353: Induce, instigate, cheat others to take or
inject drug, set term imprisonment of no more than 3
years, detention or surveillance, and charge fine; for
severe cases, set term imprisonment of 3 to 7 years, and
charge a fine.
Force others to take or inject drug, set term detention of
3 to 10 years, and charge a fine.
Induce, instigate, cheat or force juveniles to take or
inject drug, shall impose a heavier punishment.

PR AR BT 22027732
P RO P L E 22027759
FIAT B AR K B R i 22027789
Hudong university police station phone number: 22027732

Huxi university police station phone number: 22027759

Minhang university police station phone number: 22027789
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—. TAIRE M About Drug
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According to Criminal Law and Anti-drug Law of the
People’s Republic of China, drug refers to opium,
heroin, Methamphetamine, morphine, marijuana,
cocaine and other controlled narcotic and psychotropic
substances that cause addictions.

Z. B EEZITA Common Illegal Acts
Related to Drug
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Illegal drug possession;

Supply drug to others;

Drug trafficking;

Taking or injecting drug;

Supply accommodation for others to take or inject
drug, or introduce drug trafficking;

Force, induce, instigate, cheat others to take or
inject drug.
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Anti-drug Law of the People’s Republic of China,
Item 59: For these following behaviours, considered as
a crime, criminal responsibility shall be aftixed:

(1)Smuggling, trafficking, transporting, producing
drug;

(2)Illegal drug possession;

(6)Force, induce, instigate, cheat others to take or
inject drug;

(7) provide drug for others.
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Anti-drug Law of the People’s Republic of China,
Item 61: For supply accommodation for others to take
or inject drug, or introduce drug trafficking, considered
as a crime, criminal responsibility shall be affixed; not
considered as a crime, the public security organization
shall impose detention of 10 to 15 days, and shall
charge no more than 3000 yuan; if the case is slight,

detention of no more than 5 days or charge no more
than 500 yuan.
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Security Administration Punishment Act, Item 72:
For these following behaviours, detention of 10 to 15
days, and impose a fine of no more than 2000 yuan; if
the case is slight, detention of no more than 5days or
fine of no more than 500 yuan:

(1) Illegal possession of opium of no more than
200g, heroin or methylamphetamine of no more than
10g, or a small amount of other drug;

(2) Supply drug to others;

(3) Taking or injecting drug;

(4) Force, cheat medical staff to issue narcotic and
psychotropic substances.
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